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Background

Technology-facilitated gender-based violence (TFGBV) has been on the agenda of feminist tech experts
and researchers for many years. Fortunately, an understanding of the importance, pervasiveness, and
profound impact of online violence on women, gender equality and the open and peaceful functioning
of democracies is gaining traction among global leaders and others working in the field gender-based
violence. The interest, from governments in particular, in this form of violence provides an opportunity
for the field to advocate for more and better resources to address knowledge gaps and build better
programmes to respond to and prevent TFGBV.

To strengthen our understanding of TFGBV, and ultimately prevent it, research must be priority-driven
and carried out in a way that provides a sound practical and empirical basis for programmes, policy

and advocacy. To drive this process forward, the Sexual Violence Research Initiative (SVRI), Association
for Progressive Communications (APC), UN Women and the Global Partnership for Action on Gender-
Based Online Harassment and Abuse are co-facilitating a priority setting process to identify key research
priorities and build a research agenda for TFGBV. A key goal in developing a research agenda on this
topic is to counter continuing perceptions that TFGBV is somehow less serious, lethal or ‘real’ than
offline gender-based violence and highlight and validate the experiences of survivors and the severe and
long-lasting impact on their lives that online violence can have.

The development of this agenda is driven by five key objectives:

¢ To identify evidence gaps and highlight priority areas for research on TFGBV that can guide research
expenditure and ensure precious research resources are spent effectively.

e To contribute to further illuminating the harms stemming from TFGBV, and to bolster efforts to
promote accountability from technology platforms, and governments, and strengthen responses for
survivors.

e To assist researchers, funders, practitioners, and policymakers with research investments, planning and
fundraising.

¢ To serve as an advocacy tool to signal to stakeholders the areas of research that have been identified
as being important.

e To serve as a monitoring tool for the field.

¢ To inform SVRI’s own grantmaking efforts.

Developing a research agenda on TFGBV, or any topic, is a complex process. Many forces influence what
can be defined as a research priority, and research needs will differ from country to country and even
within countries. Therefore, rather than provide a detailed list of research aims and objectives, the
agenda will present a high-level overview of major gaps (i.e. among certain populations, regions, types of
interventions or types of violence) and major questions that need to be addressed to improve responses
for victims/survivors and advance the elimination of TFGBV.

In addition to this scoping review of the literature, the TFGBV Research Agenda is being developed
through a number of participatory processes, including:

¢ A series of consensus building dialogue workshops, webinars and surveys with key stakeholders
to establish structures to guide and inform the process, identify key domains under which research
questions will be generated; criteria to rank each question; generate questions for ranking and validate
the findings.

e A series of focus group discussions (FGD) with various stakeholder groups to ensure diverse and
regional voices are included in the process, working with them to generate priority areas for research
and to translate these into research questions.

¢ An online priority setting survey with stakeholders to prioritise research questions.
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¢ The generation of a list of key research questions to drive the agenda over the next 5-10 years.
e Workshops / webinars presenting and validating results.
e Publishing and disseminating the results in different formats for different audiences.

This report presents the findings of the scoping review of the literature.

Objectives of the review

Note on Terminology and Definitions:

This review uses the term technology-facilitated gender-based violence (TFGBV) in line with updated
CEDAW general recommendation 35, paragraph 20 that includes online violence and states: ‘Gender-
based violence against women occurs in all spaces and spheres of human interaction, whether public

or private. These include the family, the community, the public spaces, the workplace, leisure, politics,
sport, health services, educational settings and their redefinition through technology-mediated
environments, such as contemporary forms of violence occurring in the Internet and digital spaces.
CEDAW remains our strongest international instrument to influence states to create appropriate
legislation and the language of ‘gender based’ reflects the inclusiveness and intersecting social locations
that are critical in research on tech-facilitated violence.

Definition: “any act that is committed, assisted, aggravated or amplified by the use of information
communication technologies or other digital tools, that results in or is likely to result in physical, sexual,
psychological, social political or economic harm, or other infringements of rights and freedoms."
(Common definition, UN Women and WHO Joint Programme on VAW Data, Expert group Convening).

This review highlights key areas where there are notable gaps in the published literature. These gaps
will be used to identify a set of broad domains or thematic areas under which research questions will be
generated.

Several organisations are close to publishing reviews of literature on this issue; for instance a landscape
scan by UN Women or recently published reviews® that we will use in concert with this scoping review
to inform discussions and set a foundation for the research priority setting process.

Methodology

This section describes the methodology for implementing the scoping review.
Framework for the review

The review team developed a framework for the review, which included dividing the literature into four

key thematic areas:

¢ Research to understand TFGBV (e.g. prevalence studies, perpetration studies, and risk factors, causes
and consequences of TFGBV).

e Intervention research (including prevention and response interventions, and various types of
evaluations of interventions, including process, formative, and impact evaluations).

¢ Policies and legislation related to TFGBV.

e Measures and methodologies used in TFGBV research.

14 UN Women. 2023. “Technology-facilitated violence against women: taking stock of evidence and data collection” https://www.unwomen.org/sites/default/files/2023-04/
Technology-facilitated-violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf

5 University of Melbourne — United Nations Population Fund (2023). “Measuring technology-facilitated gender-based violence. A discussion paper”. https://www.unfpa.org/
publications/measuring-technology-facilitated-gender-based-violence-discussion-paper
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These thematic areas were then reviewed and analysed against different categorisations of the
literature, including:

e Types of violence

¢ Populations

e Geographies (regions and countries)
e Methodologies

e Key findings

A template to enable data entry for each study included in the review was created in Excel (available on
request), according to the above categories. This framework subsequently served as an analytical tool to
order and categorise the literature.

Criteria for inclusion and exclusion

The criteria for inclusion and exclusion adopted helped to maintain a focused review with the
understanding that available resources would not allow the team to review the literature for all types of
violence and populations.

Inclusion criteria

* Global

e Literature that looks at all forms of tech-facilitated violence against women and adolescent girls
(aged 15 and above).

e Publications in English.

e Literature published between 2012 -2022.

e Academic as well as grey literature sources such as documents from government and
non-governmental organisations and academic dissertations.

¢ All types of study designs.

Exclusion criteria

e Literature looking at online violence against children.

¢ Publications in languages other than English.

e Literature about boys and men, other than in terms of research on perpetration.
e Publications in any language other than English.

e Literature published before 2012.

* Books and media articles.

e Literature dealing with online forms of sexual exploitation and trafficking.

e Literature dealing with grooming, bullying/cyber bullying.®

Search strategy and study selection

Keywords were established by testing different combinations of words and identifying (a) key words
most used within the criteria and parameters outlined below, and (b) keywords or phrases most likely
to bring up articles that do not correspond to the criteria and parameters (such as studies on violence
against women that depended on online study methodologies but were not related to online or
technology facilitated forms of violence).

Keywords were combined into a phrase including Boolean (AND, OR) terms, and searches were applied
within title and abstract fields (rather than all fields, which would significantly increase the number of

6 Excluded because of the preponderance of children’s literature on this topic.
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hits that would not correspond to the criteria and parameters)."”

The search terms were applied to a selection of databases: PubMed, Google Scholar, Tandfonline (Taylor
and Francis), Science Direct and Directory of open access journals — JSTOR.

We also explored the online repositories of a selection of organisational websites: SVRI, Association
for Progressive communications, Together for Girls, ECPAT, We Protect Alliance, National Democratic
Institute, Plan International, Economist Intelligence Unit, ANROWS, VAWNET.ORG, UNFPA, UNICEF,
UNWOMEN, UNESCO, World Bank Open Knowledge Repository.

Limitations

Language: A significant limitation of the review was that we only had the resources and time to look at
studies in the English language.

Abstracts for analysis: Abstracts were first used to extract data to analyse for this review. Given that not
all abstracts are equal in terms of the depth of content available, in many cases the reviewer had to find
the full text of the article to get access to even the basic data needed for the review. It should also be
noted in some cases the analysis was constrained by not being able to get access to the full text when
required due to paywalls.

Exclusion of specific topics: Time and resource constraints meant that some topics were excluded,
notably, the literature on online trafficking and commercial sexual exploitation of children, adolescents,
and women. The existing literature on this topic is vast®, and overlaps with commercial sexual abuse
of children, online pornography, child sexual abuse online, grooming, migration and online sex work.
In addition, several organisations have already published or are planning reviews on this area and

this includes extensive work being planned and carried out in the VAC field in terms of online sexual
exploitation and abuse against children.? That being said we do recognise that care must be taken to
ensure that the exclusion of trafficking and CSE doesn’t ignore critical intersections between trafficking
and TFGBYV, such as how trafficking victims are coerced into trafficking by an abuser/trafficker exerting
power and control over their victim and how this can involve the threat of non-consensual image
distribution (a form of TFGBV that is included in this review). Therefore, the extensive consultations
that are a part of the agenda setting process will ensure that stakeholders dealing specifically with
these topics are included in the advisory group, as survey participants and within online expert group
discussions.

17 “technology-facilitated abuse” OR “technology-facilitated GBV” OR “technology-facilitated gender-based violence” OR “technology-facilitated VAW*” OR
“technology-facilitated violence against women” OR “online sexual harassment” OR “online sexual violence” OR “online violence against women” OR “online VAW*”
OR “online GBV” OR “online abuse” OR “online IPV” OR “online intimate partner violence” OR “cyber stalking” OR “cyber GBV” OR “cyber VAW*” OR “cyber violence
against women” OR “cyber IPV” OR “technology-facilitated IPV” OR “technology-facilitated intimate partner violence” OR “technology-facilitated domestic violence”
OR “doxing” OR “intimate partner online stalking” OR “technology-facilitated stalking” OR “digital abuse” OR “digital harassment” OR “digital sexual harassment” OR
“sextortion” OR “revenge porn”OR “sexting”

8Barnert E, Igbal Z, Bruce J, Anoshiravani A, Kolhatkar G, Greenbaum J. Commercial Sexual Exploitation and Sex Trafficking of Children and Adolescents: A Narrative
Review. Acad Pediatr. 2017 Nov-Dec;17(8):825-829. doi: 10.1016/j.acap.2017.07.009. Epub 2017 Aug 7. PMID: 28797913; PMCID: PMC5673585.

1 For instance, the Safe Online Initiative at the End Violence Partnership are planning a landscape analysis of online CSEA data which would assist current projects and
stakeholders to identify key thematic, sectoral or geographical gaps in data collection, analysis, flows, integration, application, terminology and communication; Other
resources include ECPAT International (2017). Online child sexual abuse and exploitation: Current forms and good practice for prevention and protection; Equality now
(2021). Ending Online Sexual Exploitation and Abuse of Women and Girls: A Call for International Standards; Council of Europe (2022) Online and Technology Facilitated
Trafficking in Human Beings.



Key findings

An overview of the papers along with a summary of evidence gaps found in the review is provided in the
following sections:

Overview of papers

One hundred and fifty-one papers were included in the scoping review.?’ The large majority of these
papers (n=133) were focused on understanding the scale and impact of the TFGBV (see Figure 1), which
probably reflects the fact that this field is still quite new. The scoping review identified very few papers
addressing policies or legislation (n=11), intervention research (n=9) or measures and methodologies

(n=6).
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Of the intervention studies (n=9), most focused on response-based interventions (n=7). These ranged
from interventions targeting psychological and cognitive support for victims experiencing depression;?
innovative uses of technology that allow individuals to maintain an online identity whilst staying safe??;
gender justice through the development of a tool that can be used by women to collect stronger evidence
of harassment texts and visual contents from Facebook Messenger, so that they can report, share, and
prove their authenticity;* and using technology-based response or solutions to protect women from
TFGBV, such as a Chatbot that can offer advice and tips to girls facing online harassment.?* Only two
intervention papers addressed prevention, one providing examples of education for internet users,
perpetrators and victims/survivors,?® and the other consisting of a review of what works to prevent cyber
violence against women and girls.? This latter paper highlighted a large gap in the field on prevention
interventions that target the social norms that drive TFGBV.

20 nitial search results yielded more than 300 results. However, many studies found examined TFGBV among emerging adults (men and women) and had to be
discarded if data was not disaggregated by sex. In addition, many studies that included the age group that we were looking at (15 and beyond) also included younger
girls. Again, if the data was not disaggregated by age, these studies were not included as part of the final review.

21 Cantu, Jorge I., Ruby Charak, Jason Popan, and Arthur Cantos. ‘Cognitive Reappraisal as a Protective Factor in the Association between Cyber Intimate Partner
Victimization and Depression in Hispanic Emerging Adults’. Journal of Aggression, Maltreatment & Trauma 0, no. 0 (19 August 2022): 1-17.

22 Al-Alosi, Hadeel. ‘Fighting Fire with Fire: Exploring the Potential of Technology to Help Victims Combat Intimate Partner Violence’. Aggression and Violent Behavior 52
(1 May 2020)

2 Sultana, Sharifa, Mitrasree Deb, Ananya Bhattacharjee, Shaid Hasan, SM Raihanul Alam, Trishna Chakraborty, Prianka Roy, Samira Fairuz Ahmed, Aparna Moitra, and
M. Ashraful Amin. ““Unmochon”: A Tool to Combat Online Sexual Harassment over Facebook Messenger’. In Proceedings of the 2021 CHI Conference on Human Factors
in Computing Systems, 1-18, 2021.

24 Plan International. ‘New Chatbot to Tackle Online Harassment Faced by Girls’.

25 Chawki, Mohamed, and Yassin Shazly. ‘Online Sexual Harassment: Issues & Solutions’. SSRN Scholarly Paper. Rochester, NY, 2013.

2 Faith, Becky, and Erika Fraser. ‘What Works to Prevent Cyber Violence against Women and Girls?’, 2018. UKAID.
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Thematic Gaps
Within the ‘understanding TFGBV’ classification of literature, there were a few notable clusters of studies
or papers on specific topics, as well as thematic gaps, as described below.

Impacts of TFGBV: The review found that many of the studies addressed the wide-ranging impacts

and negative consequences of TFGBV on affected populations. Many of these dealt with sexting
victimisation and coercion as well as revenge pornography and there were several studies on impacts
specifically among adolescents or undergraduate students.?”” These mentioned consequences that
include depression, higher risks of mental iliness, anger, guilt and isolation.? Impacts differ according to
the forms of violence and the cultural context within which the violence occurred, for instance image
based sexual abuse in very conservative societies.? The findings are supported by larger scale studies
and landscape reviews as well. For instance, an Asia specific study found that “technology facilitated GBV
has varying and long-lasting impacts, including physical, psychological, social, economic, and functional
outcomes comprising everything from feelings of guilt and shame to rape, acid attacks, and social
isolation.”*°

Prevalence of and factors associated with TFGBV: Almost 20% of papers on ‘understanding TFGBV’
explored the prevalence of TFGBV and almost 20% explored risk factors associated with TFGBV,
particularly for perpetration.?! These papers were mainly based on quantitative surveys, particularly using
online survey tools,*> and some systematic reviews and literature reviews also synthesised quantitative
data on prevalence and risk factors.?® Despite the presence of literature on risk factors associated with
TFGBYV, only one study was found that dealt with protective factors for TFGBV.3*

Forms of TFGBV: The most common forms of TFGBV that individual studies focused on are coercive
sexting, image-based sexual abuse (including revenge pornography), misogynist and hate speech
(especially that directed at female politicians or journalists), cyber stalking, and coercive control within
intimate partnerships. We found fewer studies dealing with online dating violence®, online workplace
sexual harassment® and doxing.*’

27 Snaychuk, Lindsey A., and Melanie L. O’Neill. ‘Technology-Facilitated Sexual Violence: Prevalence, Risk, and Resiliency in Undergraduate Students’. Journal of
Aggression, Maltreatment & Trauma 29, no. 8 (13 September 2020; Klettke, Bianca, David J. Hallford, Elizabeth Clanc y, David J. Mellor, and John W. Toumbourou.
‘Sexting and Psychological Distress: The Role of Unwanted and Coerced Sexts’. Cyberpsychology, Behavior and Social Networking 22, no. 4 (April 2019); Gasso,

Aina M., Katrin Mueller-Johnson, José R. Agustina, and Esperanza Gémez-Duran. ‘Mental Health Correlates of Sexting Coercion Perpetration and Victimisation in
University Students by Gender’. Journal of Sexual Aggression 27, no. 2 (4 May 2021Bates, Samantha. ‘Revenge Porn and Mental Health: A Qualitative Analysis of the
Mental Health Effects of Revenge Porn on Female Survivors’. Feminist Criminology 12, no. 1; Mitchell, Kirstin, and Aleksandar Stulhofer. ‘Online Sexual Harassment
and Negative Mood in Croatian Female Adolescents’. European Child & Adolescent Psychiatry 30, no. 2 (February 2021)

2 The studies included impacts on male and female victims but were included in this review if data was disaggregated by sex.

2 Aborisade, Richard Abayomi. ‘iImage-Based Sexual Abuse in a Culturally Conservative Nigerian Society: Female Victims’ Narratives of Psychosocial Costs’. Sexuality
Research & Social Policy: Journal of NSRC: SR & SP 19, no. 1 (2022): 220-32. Shahid, Kainat, Shumaila Kauser, and Wajid Zulgarnain. ‘Unveiling the Evil; Pakistani
Young Girls and Online Harassment’. Journal of Research and Reviews in Social Sciences Pakistan 1, no. 2 (2018)

30 NORC at the University of Chicago and the International Center for Research on Women (ICRW). Landscape Analysis of Technology-Facilitated Gender-Based
Violence: Findings from Asia. 2022. (Pg 1)

31 Zhong, Linda R., Mark R. Kebbell, and Julianne L. Webster. ‘An Exploratory Study of Technology-Facilitated Sexual Violence in Online Romantic Interactions: Can
the Internet’s Toxic Disinhibition Exacerbate Sexual Aggression?’ Computers in Human Behavior 108 (1 July 2020): 106314; Florimbio, Autumn Rae, Meagan J. Brem,
Hannah L. Grigorian, JoAnna Elmquist, Ryan C. Shorey, Jeff R. Temple, and Gregory L. Stuart. ‘An Examination of Sexting, Sexual Violence, and Alcohol Use Among
Men Arrested for Domestic Violence’. Archives of Sexual Behavior 48, no. 8 (November 2019): 2381-87; Ménard, Kim S., and Aaron L. Pincus. ‘Predicting Overt and
Cyber Stalking Perpetration by Male and Female College Students’. Journal of Interpersonal Violence 27, no. 11 (July 2012): 2183-2207.

32 Melovi¢, Boban, Andjela Jaksi¢ Stojanovi¢, Tamara Backovi¢, Branislav Dudi¢, and Zuzana Kovaci¢ova. ‘Research of Attitudes toward Online Violence—Significance
of Online Media and Social Marketing in the Function of Violence Prevention and Behavior Evaluation’. Sustainability 12, no. 24 (2020): 10609; Powell, Anastasia, and
Nicola Henry. ‘Technology-Facilitated Sexual Violence Victimization: Results from an Online Survey of Australian Adults’. Journal of Interpersonal Violence 34, no. 17
(1 September 2019): 3637-65.

3 Fernet, Myléne, Andréanne Lapierre, Martine Hébert, and Marie-Marthe Cousineau. ‘A Systematic Review of Literature on Cyber Intimate Partner Victimization in
Adolescent Girls and Women’. Computers in Human Behavior 100 (1 November 2019): 11-25; Walker, Kate, and Emma Sleath. ‘A Systematic Review of the Current
Knowledge Regarding Revenge Pornography and Non-Consensual Sharing of Sexually Explicit Media’. Aggression and Violent Behavior 36 (1 September 2017): 9-24;
Hicks, J. (2021). Global evidence on the prevalence and impact of online gender-based violence. K4D Helpdesk Report. Institute of Development Studies.

34 Filice, Eric, Kavishka D. Abeywickrama, Diana C. Parry, and Corey W. Johnson. ‘Sexual Violence and Abuse in Online Dating: A Scoping Review’. Aggression and
Violent Behavior 67 (1 November 2022)

3 Scarduzio, Jennifer A., Shawna Malvini Redden, and Jennifer Fletcher. ‘Everyone’s “Uncomfortable” but Only Some People Report: Privacy Management, Threshold
Levels, and Reporting Decisions Stemming from Coworker Online Sexual Harassment’. Journal of Applied Communication Research 49, no. 1 (2 January 2021)

36 Dunn, Suzie. Technology-Facilitated Gender-Based Violence. An Overview. Centre for International Governance Innovation, 2020.
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Technology and intimate partner violence: Several studies focused on intimate partner and family
violence and how technology has allowed new forms of IPV to evolve such as coercive control, stalking
and invasion of privacy.® Many of the studies dealing with tech-facilitated IPV specifically address
domestic violence highlighting how new forms of ‘smart’ home technology and digital media can
exacerbate existing patterns of gendered violence and introduce new modes of abuse into people’s
homes.*

Women with public profiles: Several studies focused on women who frequently inhabit public space,
including politicians, journalists, or rights activists. The impact of TFGBV in terms of silencing women'’s
voices and hindering their exercise of free speech is a significant concern. Multiple studies highlighted
that women who are in the public eye are subjected to severe online hate, disinformation, trolling and
threats of sexual violence*® and that in the case of female journalists the forms of abuse are consistent
across different countries and regions and serve to limit their ability/willingness to engage with their
audiences in mutually beneficial ways.* The review also identified a number of interventions that tech
companies and governments can take to counter this threat.*

Perpetration studies: Almost 8% (n=12) of the studies in the review are on perpetrator profiles or risk
factors for TFGBV perpetration in adulthood for different forms of TFGBV such as cyber stalking, revenge
pornography, gender trolling and sexting coercion.® For instance, one study showed that childhood
sexual maltreatment was correlated with cyber stalking behaviour among male college students.*
Another study showed significant differences between perpetrator males and non-perpetrator males
using sexting coercion for scales related with dysfunctional attachment, anger, frustration, and social
skills.** Motivations of perpetrators were also highlighted with studies showing that perpetrators
themselves report divergent, multifaceted and often over-lapping motivations for their actions (power
and control, and heteronormative expectations around gender roles and sexual practice) and that with
specific regard to image based sexual abuse, the motivation was more likely to be sexual gratification and
proving masculinity to a sexually deviant peer network than revenge against the person depicted in the
image.* However, demographic data on perpetrators are limited, prevalence estimates are inconsistent,
and the review revealed no primary research on perpetrator profiles or risk factors for perpetration in
low- and middle-income countries (LMIC). No longitudinal studies on perpetration were found.

38 Grimani, Aikaterini, Anna Gavine, and Wendy Moncur. ‘An Evidence Synthesis of Covert Online Strategies Regarding Intimate Partner Violence’. Trauma, Violence
& Abuse 23, no. 2 (April 2022); Kim, Chunrye, and Riccardo Ferraresso. ‘Examining Technology-Facilitated Intimate Partner Violence: A Systematic Review of Journal
Articles’. Trauma, Violence & Abuse, 2 February 2022.

39 penzeyMoog and Slakoff. 2021. ‘As Technology Evolves, so Does Domestic Violence’; Sovacool, Benjamin K., Dylan Furszyfer Del Rio, and Mari Martiskainen.

‘Can Prosuming Become Perilous? Exploring Systems of Control and Domestic Abuse in the Smart Homes of the Future Benjamin Sovacool’. SSRN Scholarly Paper.
Rochester, NY, 6 November 2021; Messing, Jill, Meredith Bagwell-Gray, Megan Lindsay Brown, Andrea Kappas, and Alesha Durfee. ‘Intersections of Stalking and
Technology-Based Abuse: Emerging Definitions, Conceptualization, and Measurement’. Journal of Family Violence 35, no. 7 (1 October 2020); Dragiewicz, Molly, Jean
Burgess, Ariadna Matamoros-Ferndndez, Michael Salter, Nicolas P. Suzor, Delanie Woodlock, and Bridget Harris. ‘Technology Facilitated Coercive Control: Domestic
Violence and the Competing Roles of Digital Media Platforms’. Feminist Media Studies 18, no. 4 (4 July 2018); Woodlock, Delanie. ‘The Abuse of Technology in
Domestic Violence and Stalking’. Violence Against Women 23, no. 5 (April 2017).

0 Faith, Becky, and Erika Fraser. ‘Digital Harassment of Women Leaders: A Review of the Evidence’, 19 September 2019; Harmer, Emily, and Rosalynd Southern.
‘Digital Microaggressions and Everyday Othering: An Analysis of Tweets Sent to Women Members of Parliament in the UK’. Information, Communication & Society
24, no. 14 (26 October 2021); Gardiner, Becky. “It’s a Terrible Way to Go to Work:” What 70 Million Readers’ Comments on the Guardian Revealed about Hostility
to Women and Minorities Online’. Feminist Media Studies 18, no. 4 (4 July 2018): 592-608; Kavanagh, Emma, and Lorraine Brown. ‘Towards a Research Agenda for
Examining Online Gender-Based Violence against Women Academics’. Journal of Further and Higher Education 44, no. 10 (25 November 2020); Pain, Paromita, and
Victoria Chen. ‘This Reporter Is so Ugly, How Can She Appear on TV?’ Journalism Practice 13, no. 2 (7 February 2019); ‘Tweets That Chill: Analyzing Online Violence
Against Women in Politics | D4D’. Accessed 4 January 2023. National Democratic Institute’;

“; Chen, Gina Masullo, Paromita Pain, Victoria Y Chen, Madlin Mekelburg, Nina Springer, and Franziska Troger. ‘““You Really Have to Have a Thick Skin”: A Cross-
Cultural Perspective on How Online Harassment Influences Female Journalists’; Posetti, Julie, Nermine Aboulez, Kalina Bontcheva, Jackie Harrison, and Silvio
Waisbord. ‘Online Violence against Women Journalists’. UNESCO, 2020.

“2 Wmickail. ‘NDI Releases “Interventions to End Online Violence Against Women in Politics” Report’. Text, 27 October 2022

“’Malley, Roberta Liggett, and Karen M. Holt. ‘Cyber Sextortion: An Exploratory Analysis of Different Perpetrators Engaging in a Similar Crime’. Journal of
Interpersonal Violence 37, no. 1-2 (January 2022): 258-83;

“ Ménard, Kim S., and Aaron L. Pincus. ‘Predicting Overt and Cyber Stalking Perpetration by Male and Female College Students’. Journal of Interpersonal Violence 27,
no. 11 (July 2012)

% Gassd, Aina M., and Esperanza Gémez-Duran. ‘Psychopathological Profile of Sexting Coercion Perpetrators’. Revista

Espafiola de Medicina Legal 47, no. 4 (1 October 2021)

 Hicks, J. (2021). Global evidence on the prevalence and impact of online gender-based violence. K4D Helpdesk Report. Institute of Development Studies Henry,
Nicola, and Asher Flynn. ‘lmage-Based Sexual Abuse: Online Distribution Channels and lllicit Communities of Support’. Violence Against Women 25, no. 16 (1
December 2019)
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Links between online and offline harms: Although it is recognised that online and offline harms are linked
and there is evidence, including from LMICs, on these links,*” there are few studies that specifically
investigate these linkages. More research is needed to show the interconnectedness of offline and online
abuse including on responding to fatal intimate partner violence or for women participating in public
life.*®

Methodological gaps

Twenty-seven percent of the papers reviewed had no methodology specified (see Figure 2). These
papers were not based on primary research but rather appear to be based on synthesis of secondary
data or literature (albeit with no specific approach or search strategy described) and mainly consist of
research or policy briefs or reviews.

More quantitative than qualitative studies: Where methodology was specified, it was clear that there
was more quantitative than qualitative research on TFGBV (see Figure 2). Quantitative studies focus
mainly on prevalence of, risk factors for and impacts of TFGBV.

Small sample sizes: Most studies that include prevalence figures or test for risk factors for or associations
with TFGBV have small sample sizes, including studies based on small clinical samples (e.g., with men
arrested for intimate partner violence or receiving substance use treatment*, or women and girls
recruited from a clinical health setting®). No national representative population studies were found,
although the scoping review did identify a few online studies that had large sample sizes either at the
national level (e.g., n=2,956 in Australia®'), regional level (e.g., n=11,500 in the MENA region®?) or global
level (n=14,000 in 31 countries®?). This is in line with findings from another recent landscape scan on
TFGBV that found that whilst indicators on TFGBYV exist in survey instruments for VAW and ICT studies,
surveys that specifically collect data on TFGBV are needed and these need to “include a comprehensive
set of indicators to enable a more in-depth understanding of technology-facilitated violence and its
impacts on all genders, ages and other demographics, while still upholding the same standards of
survivor-centred research as VAW-specific surveys.”>

Importance of qualitative research: Despite a clear emphasis on quantitative research in the field,

15% (N=23) of the studies reviewed used qualitative methods (see Figure 2), including key informant
interviews and focus group discussions with survivors, service-providers, policymakers, and other
relevant stakeholders. These studies are useful to help with developing an understanding of the

nuances of experiences of groups of women, for instance journalists, refugee women, and women with
disabilities.>® Qualitative data is “critical for identifying the root drivers of and entry points for addressing
TFVAW, illuminating complexities, and closing data gaps around how different groups are particularly

47 Thakur, Dhanaraj. ‘How Do ICTs Mediate Gender-Based Violence in Jamaica?’ Gender & Development 26, no. 2 (4 May 2018); Boonmongkon, Ronnapoom
Samakkeekarom, Nattharat Samoh, Mudjalin Cholratana, Anusorn Payakkakom, and Thomas E. Guadamuz. ‘Investigating Online Harassment and Offline Violence among
Young People in Thailand: Methodological Approaches, Lessons Learned’. Culture, Health & Sexuality 16, no. 9/10 (2014);
4 McLachlan, Freya, and Bridget Harris. ‘Intimate Risks: Examining Online and Offline Abuse, Homicide Flags, and Femicide’. Victims & Offenders 17, no. 5 (4 July 2022);
Kumar, Priya, Anatoliy Gruzd, and Philip Mai. ‘Mapping out Violence Against Women of Influence on Twitter Using the Cyber-Lifestyle Routine Activity Theory’. The
American Behavioral Scientist 65, no. 5 (May 2021)
4 Florimbio, Autumn Rae, Meagan J. Brem, Hannah L. Grigorian, JoAnna Elmquist, Ryan C. Shorey, Jeff R. Temple, and Gregory L. Stuart. ‘An Examination of Sexting, Sexual
Violence, and Alcohol Use Among Men Arrested for Domestic Violence’. Archives of Sexual Behavior 48, no. 8 (November 2019): 2381-87; Gilchrist, Gail, Martha Canfield,
Polly Radcliffe, and Ana Flavia Pires Lucas D’Oliveira. ‘Controlling Behaviours and Technology-Facilitated Abuse Perpetrated by Men Receiving Substance Use Treatment in
England and Brazil: Prevalence and Risk Factors’. Drug and Alcohol Review 36, no. 1 (January 2017): 52-63.
0 Reed, Elizabeth, Marissa Salazar, Alma I. Behar, Niloufar Agah, Jay G. Silverman, Alexandra M. Minnis, Melanie L. A. Rusch, and Anita Raj. ‘Cyber Sexual Harassment:
Prevalence and Association with Substance Use, Poor Mental Health, and STI History among Sexually Active Adolescent Girls’. Journal of Adolescence 75 (August 2019):
53-62.
1 powell, Anastasia, and Nicola Henry. ‘Technology-Facilitated Sexual Violence Victimization: Results From an Online Survey of Australian Adults’. Journal of Interpersonal
Violence 34, no. 17 (1 September 2019): 3637-65.
52 UN Women — Arab States. ‘Violence against Women in the Online Space: Insights from a Multi-Country Study in the Arab States’.
%3 Plan International. ‘Free to Be Online? Girls and Young Women's Experiences of Online Harassment.” 2020.
54 UN Women. 2023. “Technology-facilitated violence against women: taking stock of evidence and data collection” https://www.unwomen.org/sites/default/files/2023-04/
Technology-facilitated-violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf
5 Chen, Gina Masullo, Paromita Pain, Victoria Y Chen, Madlin Mekelburg, Nina Springer, and Franziska Troger. ““You Really Have to Have a Thick Skin”: A Cross-Cultural
Perspective on How Online Harassment Influences Female Journalists’. Journalism 21, no. 7 (1 July 2020); Harris, Bridget, and Delanie Woodlock. ‘For My Safety”
Experiences of Technology-Facilitated Abuse among Women with Intellectual Disability or Cognitive Disability, 2021; Henry, Nicola, Stefani Vasil, Asher Flynn, Karen Kellard,
and Colette Mortreux. ‘Technology-Facilitated Domestic Violence Against Immigrant and Refugee Women: A Qualitative Study’. Journal of Interpersonal Violence 37, no.
13-14 (July 2022).

9



® o o

targeted and impacted by this phenomenon.”*®

Literature is dominated by literature reviews: Approximately a quarter of the papers included in the
scoping review were based on some form of review of the literature, mainly literature and evidence
reviews, with a small number of papers reviewing media sources and only 5% of studies employing a
rigorous systematic review approach (see Figure 2). These secondary reviews were almost all based in
HICs, with only three review papers conducted in LMICs, all in Asia.

Limited use of mix methods: A small number of studies reviewed (5%, n=7) used mixed methods

approaches, integrating quantitative and qualitative data,*” and a small number (3%, n=5) used case
study approaches, mainly drawing from qualitative data®® or from legal cases (see Figure 2).>°

/

Quantitative 27%
Qualitative 15%

Mixed quant / qual 5%

Figure 2: Methods
used in papers
reviewed

Systematic review/meta-analysis 5%
Literature / evidence review 15%
Media review/analysis 6%
Case studies 3%

Not specified 27%

\_ /

The scoping review identified several additional methodological gaps, including related to the
disaggregation of data, definitions and terminologies, and the lack of standardised and validated
measures.

Disaggregation of data: Very few studies disaggregated data by age, gender or other important
characteristics or demographic factors, thus limiting possibilities for understanding the prevalence of
TFGBV among, and potentially disproportionate impacts of TFGBV on, different population groups. See
section below on population gaps.

vThere are major gaps in methods related to definitions and terminology related to TFGBV. Multiple
terms are used to describe the phenomenon of TFGBYV, including cyber violence, cyber aggression, digital
abuse, online abuse, online sexual violence and online victimization. Another methodological challenge
is the lack of consistent terminology and definitions on the different forms of TFGBV. In other words, one
form is described in multiple different ways, so image based sexual abuse, non-consensual sharing and
distribution of images, revenge pornography and image-based harassment all describe a person sharing
an image of someone without their consent. These terms may have the same or overlapping definitions
and perpetration and victimisation rates vary widely across studies and according to different social and

%6 UN Women. 2023. “Technology-facilitated violence against women: taking stock of evidence and data collection” https://www.unwomen.org/sites/default/
files/2023-04/Technology-facilitated-violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf.

57 Champion, Amanda R., Flora Oswald, Devinder Khera, and Cory L. Pedersen. ‘Examining the Gendered Impacts of Technology-Facilitated Sexual Violence: A Mixed
Methods Approach’. Archives of Sexual Behavior 51, no. 3 (April 2022); Messing, Jill, Meredith Bagwell-Gray, Megan Lindsay Brown, Andrea Kappas, and Alesha Durfee.
‘Intersections of Stalking and Technology-Based Abuse: Emerging Definitions, Conceptualization, and Measurement’. Journal of Family Violence 35, no. 7 (1 October
2020): 693-704;

%8 Jatmiko, Mochamad Igbal, Muh Syukron, and Yesi Mekarsari. ‘Covid-19, Harassment and Social Media: A Study of Gender-Based Violence Facilitated by Technology
during the Pandemic’. The Journal of Society and Media 4, no. 2 (2020): 319-47.

%9 Dunn, Suzie. ‘Is It Actually Violence? Framing Technology-Facilitated Abuse as Violence’. SSRN Scholarly Paper. Rochester, NY, 4 June 2021; McLachlan, Freya, and
Bridget Harris. ‘Intimate Risks: Examining Online and Offline Abuse, Homicide Flags, and Femicide’. Victims & Offenders 17, no. 5 (4 July 2022): 623-46.
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cultural contexts.®® In one place, the behaviour might be classified as image-based abuse only where
there is nudity in the image whereas in another a full body clothed image of someone, shared without
consent could be treated as image-based abuse. Similarly, with forms of TFGBV such as stalking and
coercive control, survivors themselves may not have a clear understanding of the threshold at which
monitoring behaviours become abusive. This lack of consistent definitions on the different forms of
TFGBV makes it difficult to compare studies.®!

Standardised and validated measures: Several studies noted that alongside a lack of consistent
terminologies, there is a lack of standardised methodologies to measure different types of TFGBV.*?
Further, a systematic review of studies on technology-facilitated IPV noted that measures are not
typically based on validated instruments.®® One study on cyberstalking found that the number and
description of behaviours included within scales used to measure “cyberstalking” varied widely, with
some instruments using as many as 24 different items, and others using only two items.®*

Regional Gaps

Of the studies reviewed, approximately 30 percent were global in their scope, and these were mostly
literature, media, or systematic reviews. The regions with the highest number of studies were North
America and Asia and the Pacific. There are also concentrations of studies in particular countries within
regions. For instance, most studies in North America were from the United States. In Asia and the Pacific,
most of the studies are concentrated in Australia with far fewer studies from East Asia and none from
the Pacific islands.

A few studies were also found in South Asia; interestingly there was at least one study from all the south
Asian countries except Sri Lanka. In Europe, most of the studies were from the United Kingdom and
Spain. The review found very few studies in CEE or MENA, Sub Saharan Africa or Latin America and the
Caribbean.

Population Gaps

Most of the studies related to understanding TFGBV look at adolescent or ‘emerging adult” men and
women as well as adult women. Whist existing research confirms that online harassment is worse among
girls and young women who are non-white, disabled or identify as LGBTQIl+ ¢, very few studies looked
specifically at women and girls who suffer multiple intersecting forms of discrimination and those that
did tended to be qualitative studies with small sample sizes.®

Very few of the studies looked specifically at women and girls with disabilities. In fact, the review

found only one study that highlighted specific nuances of how women with intellectual or cognitive
disabilities might experience tech-facilitated violence from intimate partners.®” This study found that
factors that exacerbate the impacts of this violence on women with disabilities include the higher levels
of dependence that they might have both on technology (for communication and connection with the

% Walker, Kate, and Emma Sleath. ‘A Systematic Review of the Current Knowledge Regarding Revenge Pornography and Non-Consensual Sharing of Sexually Explicit
Media’. Aggression and Violent Behavior; Aborisade, Richard Abayomi. ‘image-Based Sexual Abuse in a Culturally Conservative Nigerian Society: Female Victims’
Narratives of Psychosocial Costs’. Sexuality Research & Social Policy: Journal of NSRC: SR & SP 19, no. 1 (2022):

1 Hinson L, Mueller J, O’Brien-Milne L, Wandera N. (2018). Technology-facilitated gender-based violence: What is it, and how do we measure it? Washington D.C.,
International Center for Research on Women; UN Women. 2023. Challenges and Opportunities for Collecting Data on Technology-facilitated Violence against Women.
Ladysmith (not yet published)

52 Backe, Emma Louise, Pamela Lilleston, and Jennifer McCleary-Sills. ‘Networked Individuals, Gendered Violence: A Literature Review of Cyberviolence’. Violence and
Gender 5, no. 3 (2018): 135-46.

3 Kim, Chunrye, and Riccardo Ferraresso. ‘Examining Technology-Facilitated Intimate Partner Violence: A Systematic Review of Journal Articles’. Trauma, Violence &
Abuse, 2 February 2022.

% Wilson, Chanelle, Lorraine Sheridan, and David Garratt-Reed. ‘What Is Cyberstalking? A Review of Measurements’. Journal of Interpersonal Violence 37, no. 11-12
(June 2022): NP9763-83.

% For instance, see Plan International. ‘Free to Be Online? Girls and Young Women’s Experiences of Online Harassment.” 2020; Dunn, Suzie. ‘Technology-Facilitated
Gender-Based Violence: An Overview’. SSRN Scholarly Paper. Rochester, NY, 7 December 2020.

% Harris, Bridget, and Delanie Woodlock. ‘For My Safety’ Experiences of Technology-Facilitated Abuse among Women with Intellectual Disability or Cognitive Disability,
2021; Keighley, Rachel. ‘Hate Hurts: Exploring the Impact of Online Hate on LGBTQ+ Young People’. Women & Criminal Justice 32, no. 1-2 (4 March 2022); Henry, Nicola,
Stefani Vasil, Asher Flynn, Karen Kellard, and Colette Mortreux. ‘Technology-Facilitated Domestic Violence Against Immigrant and Refugee Women: A Qualitative Study’.
Journal of Interpersonal Violence 37, no. 13-14 (July 2022).

7 Harris, Bridget, and Delanie Woodlock. ‘For My Safety’ Experiences of Technology-Facilitated Abuse among Women with Intellectual Disability or Cognitive Disability,
2021
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outside world) and on their partners who might also be their carers. More research is needed on the
ramifications of TFGBV on women and girls with disabilities.

The review found only two studies with a specific focus on LGBTQI+ individuals and although one of
these did not meet the age criteria, we included it because of the dearth of specific studies on this
group. These studies examined the impact of online hate among LGBTQl+ young people®® as well as

the effect of greater exposure to minority stressors (discrimination and harassment, rejection from

one’s family of origin, and exposure to vicarious trauma) on exposure to IPV including cyber IPV among
LGBTQI+ individuals.®® In these studies data was reported on sex, and key types of identities. A few other
studies that reported data for this group within the wider population also showed increased vulnerability
to TFGBV for LGBTQI+ individuals. Findings included that LGBTQI+ identifying adults were significantly
more likely than heterosexual-identifying respondents to report 11 behaviours from the used technology
facilitated sexual violence (TFSV) victimization scale; that LGBTIQ+ young adults were at a higher risk of
sexting misconduct; and that they experienced higher rates of sextortion during the pandemic. However,
in these studies the data relating to LGBTQI+ individuals were analysed as a group and not disaggregated
by sex or key types of identities.”

Gaps are also apparent in terms of studies on migrant and refugee women, rural women, and women
from racial or religious minorities. The review found only one study that looked at tech-facilitated
violence against refugee and immigrant women. This study focused on intimate partner violence and
highlighted the unique challenges faced by this group of women as well as the multifaceted response
that is needed to properly address the issue.”

Summary

The review found that most studies focused on understanding the scale and impact of the problem

and there was limited research on legislation and policies and intervention studies (both prevention

and response) along with several methodological limitations in existing studies and the need for more
research to address regional and population gaps. Overall, there is a need for research across all domains
used to guide this review. This is not surprising given the nascent nature of the field and highlights the
importance of a priority setting process for the TFGBV research to guide the field more systematically.

Suggested domains for the RPS process

e Nature and prevalence and impact: research to understand TFGBV in its multiple forms —including
prevalence of different types, risk, and protective factors for TFGBV victimisation and perpetration; the
causes and impacts of TFGBV, both online and offline including health, direct and indirect economic and
psychosocial consequences as well as the links and connections to offline violence. Further research to
understand how different forms of TFGBV impact on a range of individual and collective rights, including
the rights to participate in shared civic spaces, access and use ICTs, freedom of expression, privacy, rights
to dignity and security etc; how TFGBV impacts the digital economy and the digital inclusion of women
and girls in all their diversity.

% Keighley, Rachel. ‘Hate Hurts: Exploring the Impact of Online Hate on LGBTQ+ Young People’. Women & Criminal Justice 32, no. 1-2 (4 March 2022)

% Ronzon-Tirado, Roman, Ruby Charak, Ines Cano-Gonzalez, Sidsel Karsberg, and Phillip W. Schnarrs. ‘Latent Classes of Bidirectional Face-to-Face and Cyber Intimate
Partner Violence Among Lesbian, Gay, and Bisexual Emerging Adults: The Role of Minority Stressors’. Journal of Interpersonal Violence 37, no. 21-22 (November
2022);

70 Eaton, Asia A., Divya Ramjee, and Jessica F. Saunders. ‘The Relationship between Sextortion during COVID-19 and Pre-Pandemic Intimate Partner Violence: A
Large Study of Victimization among Diverse U.S Men and Women'. Victims & Offenders 0, no. 0 (30 January 2022); Huiskes, Pamela, Maria Alzira Pimenta Dinis, and
Sénia Caridade. ‘Technology-Facilitated Sexual Violence Victimization during the COVID-19 Pandemic: Behaviors and Attitudes’. Journal of Aggression, Maltreatment
& Trauma 31, no. 9 (21 October 2022): 1148-67; Qu, Jia, Shan Shen, Ivan Y. Sun, Ashley K. Farmer, and Jia Xue. ‘Sexting Victimization Among Dating App Users: A
Comparison of U.S. and Chinese College Students’. Journal of Interpersonal Violence 37, no. 19-20 (October 2022): NP17109-32; Plan International. ‘Free to Be
Online? Girls and Young Women's Experiences of Online Harassment.” 2020.

7 Henry, Nicola, Stefani Vasil, Asher Flynn, Karen Kellard, and Colette Mortreux. ‘Technology-Facilitated Domestic Violence Against Immigrant and Refugee Women: A
Qualitative Study’. Journal of Interpersonal Violence 37, no. 13-14 (July 2022)
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e Responses: research on response interventions, for example, what services are needed for survivors of
TFGBV with consideration of how current services are not fit to respond to and support survivors of this
form of GBV. What is the role of policy and legislation in building survivor centric services, the role and
challenges of legislation in holding perpetrators accountable and also tech companies accountable for
providing safety online and what tech companies and online providers are currently doing to respond to
TFGBV on their sites; what more they can and should be doing, in providing services and responding to
TFGBV.

e Prevention: research on what works to prevent TFGBV such as cyber dating violence prevention
programmes, workplace online sexual harassment prevention programmes etc. Research on how
platform features and functions may proliferate and amplify TFGBV perpetration, and the role that tech
companies must play in this, including in terms of primary prevention- designing technologies to be safe
as well as to prevent violence; and the role policy and legislation can play in prevention. Research on
how social norms are changing (both online and offline) and how this is exacerbated by the way in which
technologies are designed and misused.

e Populations: research on the differing impacts of TFGBV on specific population groups (for instance
young girls, LGBTIQ+ persons, women with disabilities, migrant and refugee women, women living in
humanitarian contexts). Research exploring the intersectional nature of TFGBV experienced by these
populations as well as research on the obstacles to reporting, available prevention and response services
needed. Expanding understanding of TFGBV in humanitarian contexts and research on how TFGBV and
conflict reinforce each other.

e Methods and measurement gaps: Adaptation of traditional ways to measure violence as well as new
and innovative ways to measure TFGBYV, standardised measures according to agreed upon concepts,
definitions, terminology, hierarchies of knowledge, practice-based learning, and monitoring and
evaluation of interventions.
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